
Senior Cloud 
Developer

- Enterprise Arch and 
Design

- Scalability/
Performance

- Full stack dev
- AI/ML

Sales Engineer
- Customer-facing

- Work on tight 
deadlines

- Hands-on
- Presentation skills

Team Lead
- Leadership

- Self-management
- Proactive

Security Architect
- Experience with 

cloud and on-prem
- Understanding of 
governance/risk/
compliance (GRC)
- Customer facing

Manager
- Budgeting

- People skills
- HR

- Mentorship
- Roadmaps

Azure Sentinel / 
M365 Architect

- Customer facing
- Design of complex 

architecture of 
Sentinel / M365

- Presentation skills

Product 
Management

- Good 
understanding of 

cybersecurity 
products

- Business acumen
- Financial analysis

SOC Analyst
- Threat hunting

- Work under 
pressure

- Analytical skills

Azure Sentinel 
Analyst

- Learn how to 
deploy and configure 

Sentinel
- Learn Azure cloud 

security

Microsoft 365 
Defender Analyst

- Learn deployment 
and configuration of 

Defender security 
controls

- Learn desktop 
security

Developer
- Learn development 
of web applications

- Learn development 
of data connectors
- Learn Python, C#, 
JavaScript, Golang, 

node.js, React

Azure Sentinel 
Developer

- Learn how to 
deploy Sentinel
- Learn how to 

develop automation 
rules, playbooks 

(Logic Apps)

Azure Cloud 
Developer
- Full Stack

- CI/CD Automation
-  Use of containers
- Scalable solutions

- REST API 
integrations

Azure Sentinel 
Deployment Engineer

- Customer Facing
- Sentinel 

deployments 
experience

- Cross-domain 
knowledge

Microsoft 365 
Defender Engineer
- Customer Facing

- M365 Deployments 
Experience

- Cross-domain 
knowledge

Azure Sentinel 
Developer

- Azure Functions 
- Automation with 
integration with 3rd 

party solutions
- Deployment 
automation
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