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What is SIEM?

Security Information and Events Management

• Term coined by by Mark Nicolett and Amrit Williams of Gartner 
in 2005
• Different acronyms used SIM, SEM, SELM, often misspelled as 
SEIM

http://powerpoint.sage-fox.com/
http://powerpoint.sage-fox.com/


SIEM Evolution

Centralized log collection
Basic query abilities (grep)

Compliance driven (PCI, SOX, HIPPA)
Emphasis on correlation, normalization

Big data
Machine Learning
Threat Hunting

Cloud Migrations
Threat Intelligence / SOAR
Behavior Analysis

Mid 1990s

Mid 2000s

Mid 2010s
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SIEM Architecture
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SIEM Vendors
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Traditional SIEM Deployment
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Lack of proper fine tuning of 
alerts and alarms in order to 
reduce the noise and generate 
actionable intelligence.

Use-cases

Lack of experienced staff 
available to manage the SIEM 
solution.

Skills

Prohibitive upfront capital required for 
hardware, maintenance, licenses and 
deployment.

Initial Costs

Limited visibility into the 
organization’s public and 
private cloud assets.

Cloud

High operational costs for 
hosting, management and 
monitoring of traditional SIEM 
platforms

Operating
Costs

Large volume of logs collected and 
stored in SIEM are artificially 
increasing the on-premises SIEM 
capacity and license requirements.

Data volume

Traditional SIEM Challenges

According to Research and Markets, SIEMs and related 
technologies were a $5.3 billion market in 2018, and the 
market is expected to growth at a compound annual growth 
rate of 19.7 percent – to $12.9 billion by 2023. SIEMs are 
the fastest-growing segment of the market.

There is no cloud
It’s just someone else’s 

computer
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SIEMs from major cloud providers
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Demos

Splunk (On-prem): http://192.168.5.25:8000
Splunk ES (Cloud): https://prd-p-ngvhg5fjf82c.cloud.splunk.com/en-US/app/SplunkEnterpriseSecuritySuite/ess_home
Alienvault (Cloud): https://www.alienvault-demo-usm-anywhere.com/#/dashboard/
Logz.io (Elastic Stack on Cloud): https://app.logz.io
IBM QRadar: https://qradar-trial-11469.qradar.ibmcloud.com/console/core/jsp/Main.jsp
Azure Sentinel (Cloud): https://portal.azure.com
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Q & A

Presentation available at:

https://www.managedsentinel.com/2019/06/26/siem-traditional-
vs-cloud/
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LogRhythm
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ArcSight ESM
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IBM QRadar
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Alienvault USM
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Splunk ES
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Logz.io
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Azure Sentinel
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